	[image: Representative Berta Gardner]BERTA'S BRIEFINGS  
Representative Berta Gardner
Serving Geneva Woods, College Village, Green Acres,
Tudor, Taku and Campbell Park


	Security Breach in State Employment and Retirement System Data
Dear Friends and Neighbors,
	[image: Representative Gardner meets with constituent Susan Reilly earlier this week.]
Representative Gardner meets with constituent Susan Reilly earlier this week.


         On Friday, the State of Alaska learned that the names and confidential information of nearly 77,000 former and current public employees was “misplaced” in December by PricewaterhouseCoopers, a professional services firm contracted by the state.  The lost information affects 2003-2004 participants in the Public Employees Retirement System and Teachers Retirement System.
         This is a serious breach of security.  The information breach includes employee and retiree names associated with social security numbers. 2006 legislation (I was a cosponsor) addressed obligations following a breach of personal information security. It compels PricewaterhouseCoopers to pay for identity theft protection, credit-monitoring or a security freeze for each of 77,000 Alaskans potentially affected by this breach.  
         The State will notify affected individuals with details of how to obtain the protection services provided by the negotiated settlement.  The State has also developed more information for public employees and retirees, and encourages people to call the Department of Administration at 1-800-821-2251.  
         If you or your family are potentially impacted I encourage you to take steps to protect yourself.  Some ways to protect yourself includes:
         Place a fraud alert on your credit report, even if you have credit monitoring in place. You can contact the three main credit reporting agencies below to place a fraud alert: 
·         Equifax 1-888-766-0008 www.equifax.com
·         Experian 1-888-397-3742 www.experian.com
·         TransUnion 1-800-680-7289 www.transunion.com
         A fraud alert will not prevent access to your credit report, but it will alert the reporting agency, and businesses checking on your credit, that your information has been compromised. If you have already placed a security freeze on your credit report, a fraud alert is not necessary.
         Get a copy of your credit report and review it for suspicious activity. Under federal law, you are entitled to a free copy of your credit report from each of the three credit bureaus every year. To get your free copy, contact each of the credit agencies listed above, or go to www.annualcreditreport.com. Look for any accounts you do not recognize, and cancel them immediately. 
         Monitor your monthly account statements carefully for suspicious charges, and notify your financial institution of all charges you do not recognize. Close any accounts that you think have been compromised. 
         Consumer Education: There are several consumer resources available that provide valuable information on identity theft, and how to avoid becoming a victim. The Federal Trade Commission maintains a website that contains a wealth of information on identity theft at www.ftc.gov/idtheft. 
         If you have any problems related to this issue, please do not hesitate to call my office.  I am here to help you.

	         I'm Berta and I'm still listening,
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